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1. Myc tiéu mén hoc:

Khi hoan tat mén hoc nay, sinh vién ¢6 kha nang:

- Hi€u duogc cac van d€ co ban cia bao mat an ninh mang.

- Nhan biét va hi€u rd vai tro cua luat, chinh sach, va chuan trong an ninh mang.

- Binh hudng, hoach dinh cac chinh sadch bao méat va an toan thong tin trong td chire/doanh nghiép.

- Banh gia dugc mic d6 bao méat ciia mdt hé théng.

After the course, students would be able to:

- Understand fundamental issues of cybersecurity.

- Realize and understand well the role of law, policy, and standard in cybersecurity.

- Orient and plan information security policies for organizations.

- Assess information systems security in organizations.



2. Noid . oA hoc:

Mon hoc nay gidi thi¢u tong quan cac van dé nén tdng veé bado mat, trong d6 tap trung vao khia canh luat, chinh
sach, va chuan trong an ninh mang.

This course introduces an overview of security while focusing on the three point of views including law, policy,
and standard in cybersecurity.

3. Tailigu hoe thp:
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[2] Whitman, M. E., Mattord, H. J. (2017). Principles of Information Security, 6th Edition, Cengage
Learning, p. 656.

[3] Bishop, M. (2004). Introduction to Computer Security, Prentice Hall PTR.

[4] ISO/IEC 27001:2013 - Information Technology, Security Techniques: Information Security

Management Systems-Requirements, 2nd Edition, October 2013.

[5] ISO/IEC 27002:2022 - Information Technology, Security Techniques: Code of Practice for Security
Controls, 3rd Edition, Feburary 2022.
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Coursework Research
Understand the fundamentals of| Presentation,
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Chuén dau ra ciia chuong trinh (CDRCT)

Chuéan dau ra mon hoc
(CbRMH)

CDRMH.1
CDRMH.2

a b c d e f g h 1 j k

Cac khuyén céo vé trang bi phuc vu hoc tap va tai li¢u tham khao: sinh vién can doc tai liéu tham khao va chuan
bi bai trude khi tham dy gio giang trén 1op.

Hinh thtc danh gia:

+ Tiéu luan/BTL (30%): nhom 2-4 SV, trinh bay tom tit bao céo tiéu ludn vao cac tuan duogc sip xép boi giang
vién.

+ Thuyét trinh chuyén d¢ trén 16p (20%): mdi nhom 1-2 sinh vién, cac chu d& s& do GV sip xép hodc SV tu dé
Xut.

+ Thi cubi hoc ky (50%).

+ Piém dat: 20%*Thuyét trinh + 30%*Tiéu ludn/BTL + 50%*Thi cudi ki >= 5.5.

Learning strategies: students are expected to prepare and read references for lectures in advance.
Assessment scheme:

- Assignment: 30% (group of 2-4, submitted in the last week of teaching)

- Presentation: 20% (group of 1-2 members)

- Final open-book exam: 50%

- In order to pass this course:

+ Presentation score * 20% + Assignment score * 30% + Final exam score * 50% >= 5.5

6. II:\. ] ] o 4o A .
Tuén/ W 2A e Chuén diu ra ‘e
Budi Chu deé (chwong) Noi dung mén hoc Tai liéu

1.1. Téng quan vé bao mat.1.2. An
ninh mang trong tinh hinh kinh té-
xa hoi-khoa hoc-ky thudt hién

1 |Chuong 1: Gidi thi¢u tai.1.3. Nhimg van dé méi vé an CbRMH.1 [1-3]
ninh mang dang dugc quan tam.1.4.
Hé théng quan 1y an ninh mang.1.5.
Tém tit.

2.1. Céc dinh nghia co ban.2.2. Ma

Chuong 2: Cac khai niém | hoda va ing dung.2.3. Cac giao thurc
co ban vé an ninh mang trao doi khoa.2.4. Xac thuc va toan

ven thong tin.2.5. Toém tit.

2-3 CDRMH.1 [1-3]




Tuln/

Chuan dau ra

Budi Chu dé (chuwong) Noi dung mén hoc Tai liéu
3.1. Giéi thi€u.3.2. Vai tro, y nghia
4-6 Chuong 3: Chuan bao mat |cac chuan bao méat.3.3. Cac chuan |CDBRMH.1, [12.45]
trong an ninh mang bdo mat.3.4. Chuan bao mat ISO CbRMH.2 e
27001.3.5. Tém tat.
4.1. Gidi thiéu.4.2. Vai tro cua luat
Chuong 4: Luat va chinh va chinh sach.4.3. Luat an ninh CbRMH.1,
79 |, . . , . [4-5, Internet]
sach trong an ninh mang mang.4.4. Chinh sach an ninh CDbRMH.2
mang.4.5. Tom tit.
10 Ch}rong 5: .Tong ket va 5 . 1. ang ket§.2. I:Iuorng nghién CPRMH 1 [1-5, Internet]
hudéng nghién ciru mé cuu mo5.3. Tom tat
Thuq P ién bai taP’ tle? lu.:gm - Hoc vién thao luan voi GV vé dé
(45 tiét). GV khong 1en 10p . a1 an  Hoc vien béo cdo tién
11-15 [cho cac budi tiéu luan. Hoc | ..« i o o, o CbRMH.2 [1-5], Internet
N S d6 va tiép nhan gop y.- Hoc vién
vién béo cdo GV tai phong bao céo két qua cudi tiéu luan
lab GV. q -
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