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1. Muc tiéu mén hoc:

Khoa Hoc May Tinh (8480101)

Céc muc tiéu chinh ciia mon hoc nay 1a dé cung cip cho cac nguyén tic co ban ciia mat ma hoc hién dai; trinh
bay cach xac dinh tinh an toan va cac phuong phap ching minh tinh an toan & cip d6 mat ma; giai thich cac
thuat toan va giao thuc mat ma hién dai phé bién duoc str dung nhu thé nao; va minh hoa cach thuc sir dung
chung mot cach dung dén cling nhu ching minh mirc d6 an toan ciia chiing.

Hon nita, m6én hoc chu yéu tap trung vao viéc st dung cac hé¢ mat hién dai phé bién trong cac ung dung thuc té
hon la cac khia canh Iy thuyét cia méat ma hoc.

The main objectives of this course are to give the fundamentals of modern cryptography; to present how
security is defined and proven at the cryptographic level; to explain how widely-used modern cryptography
algorithms and protocols work; and to demonstrate how to use them correctly and reason about their security.

Moreover, the course mainly focuses on applying popular modern cryptosystems in practical problems rather on
theoretical aspects in cryptography.

2. Noid . oA hoc:

Céc chu dé co ban s€ dugc de€ cap trong mon hoc ndy bao gom ma hoda an toan, chit ky so va xac thuc s6. Mon
hoc s& thdo luan chi ti€t v€ cac chu d€ nay, viéc hién thuc va cac iing dung cua ching. Cuy thé hon, moén hoc sé
bao gom céc chu dé sau



- mat mi c¢6 dién (ngan gon);

- mat m3 hoc hién dai va cac khai niém co ban vé mat ma khoa ddi xurng;

- cic nguyén tac thiét ké co ban cho hé ma khdi, nhu hé ma khdi DES va AES;

- mot s bai toan "kho" va co s¢ vé 1y ’thuyét S(‘”S can thiét dé hiéu cac hé théng ma hoa I’{SA, Diffie-Hellman va
El Gamal. M6n hoc cling dua ra mot so vi du vé cach cac gia dinh lién quan dén ly thuyét so duoc st dung trong

mat ma hoc;

- 1y do can phai thiét lap cac hé ma khoa cong khai va cach xay dung cac hé ma nay (bao gém céc lugc d6 dua
trén RSA va hé ma El Gamal);

- cac lugc @6 chit ky so va ung dung;

- m6 hinh "may tu van ngiu nhién" va luge d6 chir ky s6 RSA-FDH.

The basic topics will be covered in this course include secure encryption, digital signatures, and authentication.
The course will discuss on theses topics, their realizations, and applications. More precisely, the course will
cover

- classical cryptography (briefly);

- modern cryptography, and the basics of private-key cryptography;

- illustrating basic design principles for block ciphers and including material on the widely-used block ciphers
DES and AES;

- introducing concrete mathematical problems believed to be "hard", and providing the number-theoretic
background needed to understand the RSA, Diffie-Hellman, and EI Gamal cryptosystems. The course also gives

the first examples of how number-theoretic assumptions are used in cryptographys;

- motivating the public-key setting and discussing public-key encryption (including RSA-based schemes and El
Gamal encryption);

- describing digital signature schemes and applications;
- introducing the random oracle model and the RSA-FDH signature scheme.
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CbRMH.1
CbRMH.2
CbRMH.3
5. I3 X

Phuong phap hoc chi yéu sé& 13 nghe cac bai giang, tham gia thao ludn trén 16p va nghién ctru cac trudng hop
dién hinh.

Hoc vién nén c6 mot vai tro tich cyc trong mon hoc, can tham dy day du cac bai gidng va tham gia tich cuc vao
viéc thao luan, trinh bay trén 16p.



Hoc vién s€ phai hoan thanh cac bai tadp vé nha, d6 &n mon hoc, chuyén dé, bai tap 16n va lam mdt bai thi cudi
ky.

Cach danh gia:

- Chuyén can: 5%

- Bai tap vé nha: 20%
- D6 an mén hoc: 25%

- Thi cubi ki: 50%

The primary learning method will be attending lectures, participating in class discussions and studying case
studies.

Students should have an active role in the courses, should attend all lectures, be actively involved in discussion
and give presentation in class.

Students will be required to complete homework, assignments, projects, and take the final examination.
Grading:

- Class attendant: 5%

- Homeworks: 20%

- Project: 25%

- Final exam: 50%
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