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1. Muc tiéu mén hoc:

Khoa Hoc May Tinh (8480101)

Mon hoc nay cung cap cac ky thuat bao mat phan mém Ung dung trong viéc xay dung cac phan mé€m an toan.
Mon hoc ciing gidi thi€u cac nguyén ly ctia viée thi€t ke, phat trién, va kiém thir tinh an toan cua cac hé thong
phén mém.

This course teaches software engineering techniques for building security into software as it is developed. Also,
it introduces students to the discipline of designing, developing, and testing secure and dependable software-
based systems. Students will be exposed to the techniques needed for the practice of effective software security
techniques.

2. Noid . oA hoc:

Mon hoc nay gidi thiéu cho sinh vién cac nguyén 1y ciia viéc thiét ké, phat trién va kiém thir tinh an toan cua cac
hé thong phan mém. Sinh vién s& nhan dugc cac kién thirc nén tang vé quan 1y rui ro, kiém thir tinh an toan tai
cac muc nhu white box, balck box, ... Sinh vién con dugc cung cép céc kién thie vé ki thuat coding an toan va
kha nang thiét ké, kiém tra cac yéu cAu bao mat.

Software Security introduces students to the discipline of designing, developing, and testing secure and
dependable software-based systems. Studens will get fundametal knowledge of risk management, security



testing at basic levels such as white box, black box, ... Students are also provided knowledge as Secure coding
techniques, and how to design, valid, and verify security requirements.

3. Tailigu hoc tip:
[1] Mathias Payer: Software Security Principles, Policies, and Protection, HexHive Books, 2019
[2] Ross Anderson: Security Engineering, 2nd Edition, Wiley, 2008

[3] Mark Dowd, John McDonald, Justin Schuh: The Art of Software Security Assessment: Identifying and
Preventing Software Vulnerabilities, Addison Wesley, 2006

[4] Robert Hansen, Jeremiah Grossma: Clickjacking, SecTheory, 2008

[5] Gary McGraw, Brian Chess, Sammy Migues: Software [In]security: Software Security Top 10 Surprises,
InformlT, 2008

4.

DPong gop CDR
Z ax R Cong cu danh gia Chuong trinh
STT Chuan dau ra mon hoc (CPRMH) CDRMH (CDPRCT)
Ung dung | Nghién ciru
CDRMILI Kh?:l nang nam l?at cai kha: niém va ki ThuyeAt.trl‘nh, h, i 13
thuét trong an ninh phan mém Cudi ki
cprMH2 |Khd ndng dp dung céc kién thic nén Bai tap i 2.1
tang vao giai quyét bai toan thyce té
Kl‘la n‘angihleu cac ki ;[huat code an Thuyét trinh, . 1.4,
CbRMH.3 [toan va chong lai cdc mdi nguy co phd Cudi ki 1,] 71
bien trong phat trién phan mém ’
Learning outcomes:
Matching with PLO
No. Course learning outcomes (CLO) | CLO assessment
Coursework Research
LO.1 Ability to have fundermental Report, Wi 13
"7 |knowledge of software security Final exam ’ '
L0 Ab11.1ty to apply baglc knowledge in Exercises ; 1
solving real case studies
Understanding secure coding pra.c‘F@es Report, . 1.4,
L.0.3 |to prevent common vulnerabilities . 1]
N . Final exam 2.1
from being injected into software.

Bing anh xa chuén diu ra mén hoc va chuén diu ra chwong trinh rng dung:
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Bang 4nh xa chuin diu ra mén hoc va chuin diu ra chwong trinh nghién ctru:
Chuén dau ra ciia chuong trinh (CDRCT)

Chuén dau ra mén hoc
(CbRMH)

CDRMH.1

a b c d e f g h i j k




Chuén dau ra ciia chuong trinh (CDRCT)

Chuéan dau ra mon hoc
(CbRMH)

CDRMH.2
CbRMH.3

a b c d e f g h 1 j k

Phuong phép hoc chil yéu s& 1a nghe cac bai giang, tham gia thao ludn trén 16p va nghién ctru cac truong hop
dién hinh.

Hoc vién nén c6 mat vai trd tich cuc trong mon hoc, can tham du day du cac bai giang va tham gia tich cuc vao
viée thao ludn, trinh bay trén 16p.

Hoc vién sé& phai hoan thanh cac bai tdp v€ nha, d6 an mon hoc, chuyén de, bai tap 16n va lam méot bai thi cuoi
ky.

Cach danh gia:
- Bai tap: 30%
- Thuyét trinh mén hoc: 20%

- Thi cubi ki: 50%

The primary learning method will be attending lectures, participating in class discussions and studying case
studies.

Students should have an active role in the courses, should attend all lectures, be actively involved in discussion
and give presentation in class.

Students will be required to complete homework, assignments, projects, and take the final examination.

Grading:

- Exercies: 30%

- Project: 20%

- Final exam: 50%

6. II:. ] ] o 4o A .
Tuén/ . a2 e Chuén diu ra e
Budi Chu dé (chwong) Noi dung mén hoc Tai liéu
- Gidi thi¢u- Dinh nghia céc thuat
1 [Gidi thiéu ngli- Security Development Sach [1,2]
Lifecycle
2 |owasp - OWASP: Nguy co an todn (mg Sach [1]Internet
dung- Case studies
3 |Céclohongthietketrong | .15 ik k& Case studies Sach [1,2]Internet

phan mém

- Céc nguyén ly trong thiét ké phan

4 | Céac nguyén ly thiet ké mém- Case studies Sach [1]
Chinh sach bao mat va - Chinh sach bao mat- Chinh sach ,

5 Ao A A Sach [2]
Quyén riéng tu quyen rieng tu

6 |Mé hinh méi nguy co - Dinh nghta- Céc moi nguy co- Mo Séch [1,2]

hinh




Bai tap

Tuén/ 22X . Chuén diu ra e
Budi Chu dé (chuwong) Noi dung mén hoc Tai liéu
7 | Yéu cu bao mat - Pinh nghia- Yéu cau- Case studies Sach [1]
] Static Analysis, Dynamic - Cac khai niém- Cac ki thuat phan Séch [1.2]
Analysis, and Fuzzing tich- Case studies ’
9 Cliu trinh Bhat trién phan - §ac kh:’:l.l nigm- Chu trinh phan Séch[1.2]
meém an toan mém- Bai tap
10 |Security Testing - Khdi nigm- Kiém thir phan mém- Sach [1,2]
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