DAI HOC QUOC GIA TP. HO CHI MINH
TRUONG PAI HQC BACH KHOA

NGUYEN THANH TUAN

NANG CAO HIEU QUA KY THUAT WATERMARKING
THIEU THONG TIN TIEN NGHIEM
CHO ANH Y TE VA ANH PA KENH

Nganh: Ky thuat vién thong
Mi s6 nganh: 62520208

TOM TAT LUAN AN TIEN SI

TP. HO CHI MINH - NAM 2023



Cong trinh dugc hoan thanh tai Trwong Pai hoc Bach Khoa - PHQG-HCM

Ngudi hudng dan: GS. TS. LE TIEN THUONG

Phan bién ddc l1ap:
Phan bién doc lap:

Phan bién:
Phan bién:
Phan bién:

Luén an s€ duoc bao v¢ trudc Hoi dong danh gia ludn an hop tai

vao luc gio ngay thang nam

C06 thé tim hiéu luan 4n tai thu vién:
- Thu vién Truong Pai hoc Bach Khoa — PHQG-HCM
- Thu vién Pai hoc Quéc gia Tp.HCM
- Thu vién Khoa hoc Téng hop Tp.HCM



CHUONG1 GIOI THIEU

1.1 Mé dau

Mot cach téng quat, watermarking 1a k¥ thuat nhung va trich thong tin vao dir
liéu da phuong tién. Ky thudt watermarking bat dau nhan duoc su quan tam tir
nhitng nim dau thap nién 1990, va phat trién nhanh chéng trong nhiéu linh vuc
nhu bao vé ban quyén [5], xac nhan diu van tay, chdng sao chép, giam sat quang
ba, xac thuc dir liéu, giéu dir 1iéu, tao danh muc, vv. [6, 7]. Mac du ¢6 nhiéu
phuong phép watermarking v6i nhitng wu diém khac nhau nhung ban thin mdi

phuong phap van con ton tai mot s6 han ché nhét dinh [8, 9].

Nhin chung cé thé chia phuong phap watermarking ra 1am hai loai 1a c¢6 day du
thong tin tién nghiém (tuong minh) va thiéu thong tin tién nghiém (mu). Phan
16n cac giai phap di cong bd cho két qua tét voi watermarking tuong minh nhung
lai bj gi6i han trong pham vi tng dung thyc té do yéu cau phai c6 dit liéu gbe
trong qua trinh trich thdng tin [10]. Nguoc lai, cac ki thuat watermarking thiéu
thong tin tién nghiém (khong can dir lidu gdc hodc ddy du cac théng sb nhing
khi trich théng tin) c¢6 pham vi tmg dung rong rii hon nhung ciing dit ra nhidu
thach thirc hon trong viéc trich thong tin chinh xac trudc cac loai tin cong khac
nhau [11-14]. Mat khac, trong truong hop watermarking anh, nhiéu tac gia chi
tap trung cai tién cac giai thudt cho mdt loai anh cu thé, phﬁn 16n 1a anh xam don
kénh thong thuong [15]. S6 lwong cac nghién ciru cho cac loai anh y té va anh da
kénh van con gidi han va thach thirc [16-19]. Bén canh d6, cac thong sb trong
céc giai thuat nay chii yéu duoc lua chon dua trén thuc nghiém ma thiéu cac phan
tich danh gia t6i wu. Ngoai ra, nhiéu tac gia ciing khéng xem xét anh hudng cia
sai s6 1am tron va giéi han ciia bo gia ngau nhién trong thuc té dén do chinh xac
cua hé théng watermarking anh, dac biét 1a khi thuc hién & cac mién bién déi.
Thém vao d6, nhiéu tic gia khong xem xét tinh bén vimng trudc dy du cac loai

tan cong khac nhau hay tinh bao mat khi thuc hién trich théng tin.

Xuat phat tir cac thach thirc khoa hoc va nhu cau tng dung rong rii, luén an tap

trung nghién ctru k¥ thuat watermarking anh thiéu théng tin tién nghiém (mu),



nghia 13 qua trinh trich thong tin chi dya vao anh nhing ma khong can anh gc
hodc diy du cac thong sb nhing (ngoai trir khéa bao mat). Cac ing dung khao
sat cht yéu véi cac anh chuyén dung nhu anh y té tir nhiéu phuong thirc tao anh
khéac nhau bao gom chup cit 16p vi tinh (CT), cong huéng tir (MRI), X quang
(XR), siéu &m (US) ¢ ca hai dinh dang thong thuong va dac thu DICOM, va anh
da kénh (vi dy nhu anh mau). Do d96, luan an khong nhitng mang tinh mdi voi
thach thirc khoa hoc cao, pht hop voi xu huéng hoc thuét thé giéi ma con mang
tinh cép thiét do dap tng nhiéu nhu cau thuc tién trong viéc diy manh ap dung
cac tién bo khoa hoc k¥ thuat vao cong cudc chuyén ddi sd dang dién ra manh
meé trén moi linh vuc, ddc biét 1a nganh y té tai Viét Nam.

1.2 Téng quan tinh hinh nghién ciu

Nhirng nghién ctru ddu tién vé watermarking anh thuc hién truc tiép ¢ mién
khong gian duya trén cac phuong phéap diéu chinh gia tri mirc xam. Ky thuat thay
thé bit trong s6 thip LSB (Least Significant Bit) dwoc dé xuit boi Tirkel,
Schyndel va cac cong su [55, 56] bang cach nhiing watermark 1 chudi ngau nhién
nhi phan vao LSB con lai ctia anh sau nén histogram mirc xam 7-bit va dung bd
so sanh chudi bit dé phat hién watermak. Mot s6 tac gia khac thuc hién nhung

trich théng tin nhi phén truc tiép trong cac mit phiang LSB cua anh [57-59].

Cox va cong sy [10] 1a nhitng ngudi dau tién khai thac 1y thuyét truyén thong trai
phé (Spread Spectrum) dé xay dung giai thuat watermarking. Ky thuat nay kha
bén virg nhung khong thyc su hiru ich trong thuc té vi doi hoi phai c6 anh gdc
va thoi gian tinh todn 1au. Céc tac gia khac cling dung khdi niém trai ph6 nhung
theo céch thirc khong can dir liéu gbc trong qua trinh khoi phuc [11-14, 60].
Ngoai ra, k¥ thuat trai phd dung trong watermarking c6 thé thuc hién truc tiép &
mién khong gian hay cic mién bién d6i khac nhu DFT (Discrete Fourier
Transform), DCT (Discrete Cosine Transform), DWT (Discrete Wavelet
Transform), vv. [61-65]. Tuy nhién, ban than tin hi¢u dem nhing cling dugc xem
nhu 12 nhidu nén c6 thé gay ra sai s6 dang ké ¢ qua trinh trich. Vi vay, mot so
phwong phép trai pho cai tién hodc diéu chinh da dugc nghién ctru dé khic phuc
phin nao cac han ché trong phwong phap trai phd truyén thong [44, 45].
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Trong phan 16n trudng hop, viée mé rong cho dir liéu da kénh nhu anh mau, anh
siéu phé, vv. dugc thyc hién béng cach nhung watermark tryc tiép vao mot thanh
phan dic biét nao do cua dit liéu bao phi, chiang han nhu kénh mau xanh dwong
trong khong gian mau RGB, thanh phan d6 sang trong khong gian mau YUV,
hodc xtr 1y riéng mdi thanh phan ma khong xem xét tuong quan giita ching [66-
68]. Trai lai, Piva va cong sy [16] khai thac twong quan chéo cua cac kénh mau
RGB bang céch thiét ké mot bo phat hién dwa trén twong quan két hop trung binh
dé tong hop thong tin thu dugc tir tit ca ba kénh mau, tir d6 chit lugng thuc hién
ctia hé thong duoc cai thién. Tuy nhién, né doi hoi dir liéu gbc tai bd phat hién.
Khéng nhu thé, Barni va cong sy [17] sir dung bién d6i DCT dé giam tuong quan
gitra cac kénh mau. Pac biét, Barni va cong su [18] cung Hajjaji va cong su [19]
khai thac dic tinh giai twong quan hoan hao ciia bién d6i KLT (Karhunen-Loeve
Transform) dé nhung watermark. Khéng may, mot han ché cua bién doi KLT la
n6 phu thudc vao dic tinh théng ké cua dit liéu gbe. Vi vay, cac két qua trong cac
bai bao [18, 19] chi dung vé6i diéu kién gia sir khac biét gitra ma tran hiép phuong

sai cia anh nhung va anh goc la khong dang ke.

Trong nhitng nim gan ddy, mot trong nhitng linh vuc cuc ki kho khin cua
watermarking 13 cac giai thuat watermaking bén viing truéc cac sai dang hinh
hoc van khong ngimg phat trién [68, 69]. C6 nhiéu phuong phap khac nhau da
duoc dé xuit nhu nhung dua trén mau tham chiéu, nhing mién bat bién RST
(Rotation, Shifting, and Translation), watermark tu déng bo hay déng bo dua trén
dic trung [70-77]. C6 nhiéu dic trung khac nhau duoc sir dung nhu goc Harris,
wavelet Mexican Hat, phét hién Harris-Laplace, cac mo-ment [78-80] va gan day
1a bién d6i SIFT (Scale-Invariant Feature Transform) [38-43, 81-84]. Y tudng
chinh ctia bién ddi SIFT la trich xuit cac ddc trung 6n dinh trong khong gian ti
1¢. Duya trén SIFT, Nikolaidis [81] dung tat ca dic trung dé nhung watermark vi
thé van dé déng b dugc bao toan. Tuy nhién, ) lugng 16n cac vung nhung theo
doi hoi cua giai thuat 1am suy giam chét lugng cua anh nhing. Ngoai ra, khong
phai tit ca cac dic trung déu hitu ich cho qua trinh nhing va trich. Do d6, Guo,
Li va Pan [82] chi Iya chon vai dic trung bén viing dé nhiing thong tin ding giai



thuat lugng tir chin 1€ va da ching t6 hiéu qua so v&i cac phuong phap trudc do.
Tuy nhién, theo phuong phap nay thi thong tin gbc doi hoi ¢ qua trinh trich va
chi dung trong tng dung kiém chimg watermark. Ngoai ra, do dung cung giai
thuat Iya chon ving nhing bén viing ¢ qua trinh nhung va trich nén c¢6 thé dan
dén mét déng bd trong qué trinh trich. Mat khac, mot sb tac gia cai thién do bén
viing bang cach dung thém dic trung hudng hodc cai tién bién d6i SIFT. Tuy
nhién, ho cin biét truéc cac md ta gdc clia cac dic trung nhiing trong qua trinh
trich [77, 78]. Nguoc lai, mot sé bai bao nghién ciru thyc hién watermarking thiéu
thong tin tién nghiém ding bién d6i SIFT lai khong xem xét tinh bén viing trudc

céc tAn cong dong bo nhu xoay anh va co gidn anh [83, 84].

bac biét, trude su phat trién cua cac thiét bi chin doan hinh anh va su bung nd
cuia Internet, mot sd k¥ thuat watermarking trong anh y té khac nhau bat dau duoc
quan tim nghién ctru dé dap ung cac yéu cau dic thu riéng cua nganh y té [85-
91]. Thong thudng, mot anh y té thuong duoc chin doan trude khi luu trit 1au dai
vi vdy phan ndi dung quan trong c6 y nghia trong anh duoc goi 1a ROI (Region
of Interest) da dugc xac dinh va vung con lai khong c6 y nghia dugc goi 1a RONI
(Region of Non-Interest). Do d6 mot hudng tiép cin cuia watermarking cho anh
y té 1a nhung trich watermark trong ving ROI/RONI cho cac yéu cau img dung
khac nhau. Tuy nhién, cac phuong phap nay thudng yéu cau thong tin di kém dé
xéc dinh ving ROI/RONI khi trich watermark [92-102]. Mot huéng tiép cén thir
hai 1a sir dung watermarking kha ddo, theo dé thuc hién nhiing watermark vao
anh gbc theo cach thirc ¢ thé ddo nguge nghia 1a khi watermark dugc trich thi
anh gdc ciing dugc khoi phuc chinh xac hoan toan [103-105]. Mot hudng tiép
can khéac str dung rong rai hon cta watermarking v6i anh y té 1a khai thac cac
phuong phap watermarking anh thong thudng véi yéu cau tdi thiéu méo dang dé
dam bao chit lugng trong chan doan y té [106-112].

1.3 Muc tiéu va nhiém vu

Muc tiéu ctia luan 4n 12 dwa ra cac md hinh xac suét va 1o giai t6i uu ciia cac giai
phap dé xuét ning cao hiéu qua k¥ thuat watermarking thiéu thong tin tién

nghiém (mu) cho anh y té va anh da kénh ¢ mién khong gian ciing nhu cac mién
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bién doi phit hop véi mdi yéu cau ing dung cu thé. Cac giai phap dé xuat duoc
phan tich c6 thé ap dung cho ca hai truong hop watermarking mot bit va nhiéu
bit. Cac két qua 1y thuyét duge kiém ching théng qua md phong va ting dung
thuc tién. Cac két qua duoc thuc hién véi nhiéu loai 4nh phé bién cling nhu dac
thu va xem xét cac loai tin cong khac nhau. Bén canh vi¢c danh gia tinh cdm thu
va tinh bén vimng, luan an con bo sung danh gia do tin cdy va ting cuong tinh

nang bao mat dé phi hop vai cac yéu cau dic thu trong linh vue y té.

bé thyc hién muc tiéu trén, trudce tién, luan an tién hanh phan tich so dd téng
quét ctia hé thong watermarking dya trén nén tang 1y thuyét truyén thong va khao
sat cac thong sé dung trong nghién ctru danh gia hiéu qua cua cac ky thuat
watermarking tiéu biéu voi dir liéu anh s6. Bén canh d6, luan 4n két hop phan
tich 1y thuyét dua trén cdc mo hinh xac suét thong ké dé dua ra 10i giai toi wu
ddng thoi tién hanh khao sat thuc nghiém voi cac co so dit liéu va mdi truong
tmg dung cu thé dé so sanh danh gia wu khuyét diém cua cac phuong phap
watermarking khac nhau lam co sé cho cac giai phap nang cao hi¢u qua cia ky
thuat watermarking thiéu thong tin tién nghiém cho anh y té va anh da kénh.

1.4 Nhirng déng gop chinh

Ludn an gop phan lam phong pht hon vé 1y ludn watermarking bang cac phan
tich danh gia chi tiét mang tinh tong quat v& mot sé hé théng watermarking dién
hinh thé hé thir nhit bén viing trudc cac tin cong khong ddng bo nhu nén anh
(JPEG, JPEG2000), loc 4anh (tuyén tinh, phi tuyén), nhiéu anh (Gaussian, mubi
tiéu) va thé hé thu hai bén vimng trude cac tin cong dong bd nhur cit anh, xoay
anh, co gian anh, siéu phan giai dung tri tué nhan tao [20]. Ngoai ra, luén an con
moé ra kha ning thuc hién cac tng dung thyuc tién v6i hiéu qua chat lugng cao
thong qua cac két qua thu dugc tir cac cai tién d& xut. Chinh vi vy, xuyén subt
luan 4n 1 sy két hop giira phan tich 1y thuyét tong quat va két qua tmg dung cu
thé dbi voi mot so cai tién dot pha nham nang cao hiéu qua ky thuat watermarking

dua trén cac giai thuat tiéu bieu. Cac dé xuat cai tién tap trung vao ba ndi dung.



No6i dung ddu tién cia luan an tip trung dé xuat hai giai phap hiéu qua
DICOM_LSB_AES va DICOM_LSB_AES_RONI cho viéc nhung trich théng
tin trong anh y té dic tht DICOM (The Digital Image and Communication in
Medicine) nham tiang cuong tinh bao mat trong linh vuc y té tir xa.

O noi dung nghién ciru thir hai, luan an dé xut cac giai phap watermarking bén
viing mang tinh d6t pha dua trén ddc tinh tu dong bd va tuong quan giira cac
watermark trich dé khéi phyc ving nhing va thong tin nhing sir dung bién doi
SIFT khi khong c6 anh gbc dong thoi van ting cuong tinh bao mat cao. Ngoai
cac loai tan cong xr Iy anh thong thuong bao gém ca hai loai ddng bd va khong
ddng b, tinh bén viing ciia cac giai phap dé xuat ciing duoc phén tich danh gia
v6i loai tan cong siéu phan giai dung tri tué nhan tao dwa trén md hinh kién trac
mang hoc sau RRDN (Residual-in-Residual Dense Network). Bén canh giai phap
watermaking mot bit Q SIFT, cac két qua dugc xem xét mé rong cho ca truong
hop nhiéu bit thong tin qua viéc phan tich danh gi4 hai giai phap nhiing theo hinh
quat FSQ_SIFT va hinh nira vanh khuyén HRSQ_SIFT. Vi mdi giai phap, luan
an déu b sung tinh bao mat kép bang cach khai thac cac thong sé cua dic trung
SIFT qua giai phap SQ_SIFT va khoa bi mat.

Noi dung thir ba cta ludn 4n dua ra mot s6 diéu chinh cai tién khéc phuc céc han
ché ciia phuong phap trai phd truyén thdng cho anh don kénh, tir d6 d& xuit va
phan tich danh gi4 hiéu quéa cua hé thong watermarking hop tac mai cho anh da
kénh dua trén bo thu tuyén tinh t6i vu. Vi anh don kénh, cac giai phap dé xuat
diéu chinh cai tién bao gom MISS (Multibit Improved Spread Spectrum),
MISS_DCT, MISS_DWT nham ting cudng tinh chinh x4c cta toan bo qua trinh
nhing va trich xuat théng tin dong thdi nang cao dung lugng thong tin nhing va
ci thién chat lwong dit liéu sau khi nhiing. Vi anh da kénh, ludn 4n dé xut giai
phap watermarking méi goi 1a trai phd hop tic CSS (Cooperative Spread
Spectrum) va khai thac bién d6i KLT véi giai phap CSS_KLT dé giai tuong quan
gifta cac thanh phan tin hiéu ctia anh da kénh. Theo d6, thong tin dugc cling
nhiing vao nhiéu kénh anh va mot by quyét dinh hop tac tuyén tinh toan cuc dugc

sir dung dé khai thac t6i wu mirc d6 dong gop cua timg bd phat hién twong quan
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cuc bd & mbi kénh. Khong gidng cac giai phap khac bi gii han boi yéu cau sir
dung dir liéu gdc cia bién déi KLT, bang viéc chimg minh véi didu kién
watermark tryre giao thi phuong phap dé xudt c6 thé trich thong tin ma khong can
anh gdc. Bén canh d6, cac giai phap cai tién dé loai bo can nhiéu gitta watermark
va cac kénh anh ciing nhu mé rong watermarking nhiéu bit ciing duoc dé xuat va
phan tich, bao gom ICSS (Improved CSS), MCSS (Multibit CSS), ICSS_KLT,
MCSS_KLT. Cac két qua dugc phan tich 1y thuyét bang mé hinh toan hoc dong

thoi kiém chimg qua mo phong va thuc nghiém véi cac loai anh y té khac nhau.

Céc két qua ndi bat ciia luan 4n da duoc cong bd trong 3 bai bao tap chi qudc té
Scopus, 1 bai bao tap chi trong nudc, 6 bai bao hoi nghi qudc té uy tin va thir
nghiém tng dung thuc tién trong 6 dé tai nghién ctru khoa hoc da nghiém thu
thanh cong.

1.5 B6 cuc luan an

Phan tiép theo ctia luan an dugc bd cuc nhu sau. Chuong 2 trinh bay co so ly
thuyét ciia cac ndi dung nghién ciru trong luan an. Chuwong 3 dé xuat giai phap
watermarking dung k¥ thuat LSB v&i anh DICOM nham ting cudng tinh bao mat
cho tmg dung y té tir xa. Chuong 4 d¢ xuat giai phap watermarking dung k¥ thuat
lugng t& va chon loc dac trung SIFT dé nang cao tinh bén viing trudc cac tan
cong ddng bo. Chuong 5 dé xuit giai phap watermarking trai phd hop tac voi anh
da kénh sir dung bién d6i KLT va cac bo thu ti wu cing cac didu chinh cai tién

mé rong. Chuong 6 dua ra két luan chung va cac hudng nghién ctru tiép theo.



CHUONG?2 COSOLY THUYET

2.1 Tong quan h¢ théng watermarking

Dua trén nén tang truyén thong, mot hé thong watermarking thiéu thong tin tién
nghiém nhu trinh bay & Hinh 2.1 ¢6 thé duoc xem xét gdm ba thanh phan chinh:
nhiing thong diép, kénh tan cong va trich thong diép.

M6 hinh M
cam thu
Anh bao
phu Nhing Tén Trich Giai ma
watermark ® cong watermark ™ watermark [
' ’
X y y " b
7Yy y y Y
Thong v
ARV Phat hién
watermark
b 7y ¢
A
Khoa
ki

Hinh 2.1 Hé thong watermarking thiéu thong tin tién nghiém.

2.2 Cac phwong phap watermarking
2.2.1 Phwong phap LSB

Phuong phap LSB 1a mgt phuong phap don gian va pho bién dé nhiing trich thong
tin. Trong phuong phap LSB, dit liéu thong tin duoc dwa vé dang bit, sau d6 duoc
thay thé vao cac bit co trong sb thip cua dir liéu bao phu nén dam bao duoc tinh
cam thy. Trong trudng hop can ting dung luong thong tin nhung, ky thuat LSB
¢6 thé mé rong cho cac mit phang bit c¢6 trong s6 thap lién ké.

2.2.2 Phwong phdp watermarking lwong tir

Dé don gian hoa cach biéu dién va thyc hién so voi phuong phép watermarking
luong tir trong cac bai bao [114-116], luén 4n dua ra cach tiép can watermarking

dung hai b lugng tir twong tmg v6i mdi bit thong tin 0 va 1, trong d6 Qg =
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2kA 1a céc gid tri lugng tir ctia bo lugng tir chin, Q1 = (2k + 1)A la céc gia
tri lugng tir ctia bo luong tir 1é. Khi muén nhing mot bit théng tin b vao trong
gi tri diém anh (pixel) s ta phai kiém tra b 1a 0 hay 1 dé chon bo lugng tir thich
hop, sau do6 tim ra gia tri luong tir gan véi s nhat bang cach tinh khoang cach nho
nhét tir s dén cac gia tri lugng tir. Viéc trich 1dy thong tin d nhiing bang phuong
phap luong tir hoa ciing kha d& dang do phia trich d biét duoc bang gia tri lugng
tir, tir d6 so sanh gia tri thu dugc s’ véi ca hai bo luong tir dé trich 1ay lai thong
tin dugc nhung tir gia tri lugng tir gan nhéat. Luu ¥ theo cach tiép can nay thi
truong hop dac biét khi A = 1 twong ing véi phuong phap LSB.
2.2.3 Phwong phdp watermarking trdi pho

Luan an xem xét md hinh watermarking thiéu thong tin tién nghiém dya trén k¥
thuat trai phd truyén thong nhu Hinh 2.4. Mot bo gia ngiu nhién PRN véi khoa
bi mat K tao ra chudi ngau nhién U, con goi 1a chudi watermark, nhu nhau & ca
qua trinh nhang va trich thong tin. O qua trinh nhang, chudi watermark U duoc
nhing vao anh gbc X theo hé sé d6 manh nhing o va bit thong tin b twong tng
dé tao thanh anh nhang S. O qua trinh trich, gia tri trung binh cua tich sd giita
anh thu duoc va chudi watermark nhu da sir dung & qua trinh trich dugc tinh toan
(trong tu nhu cach tinh twong quan hay tich noi trong dai s6 tuyén tinh) va so
sanh v6i gia tri ngudng dé quyét dinh bit thong tin trich.

o K T
b U l U r l b
— PRN b(% » mean —» [ —>»
X S Y
s /A
x

Hinh 2.2 M6 hinh watermarking trai phd truyén thng.




CHUONG3 NANG CAO HIEU QUA KY THUAT WATERMARKING
LSB UNG DUNG CHO ANH Y TE DICOM

3.1 Céac van dé bao mat véi anh DICOM

DICOM la mét hé thong tiéu chuan cong nghiép duoc phat trién nham dap ung
nhu cau cua cac nha san xuat ciing nhu ngudi sir dung trong viée két ndi, luu trix,
trao doi, in 4n anh y té&. Mot tap tin DICOM (phan mo rong .dem) ngoai di liéu
hinh anh, con chira ca nhitng thong tin khac nhu thong tin vé bénh nhan, vé
phuong thire k¥ thudt tao ra btic anh, vv. Trong khi d6, han ché cua phﬁn 16n cac
trinh xem anh DICOM hién nay déu thiéu tinh bao mat khién cho céc thong tin
c4 nhan c6 nguy co bi xdm pham trong qua trinh luu trir va truyén nhan, nhét la
trong moi truong Internet. DE giai quyét vin d& trén, mot sb tac gia khai thac k§
thuat ma hoa mat ma, trong d6 phd bién 1a mat ma AES (Advanced Encryption
Standard) tién tién dén thoi diém hién tai. O Viét Nam, thuat toan AES da duoc
cong bo thanh tiéu chuan quéc gia TCVN 7816:2007. Tuy nhién, viéc ap dung
mi héa AES cho toan b tap tin DICOM 1a khong hiéu qua do kich thudc rat 1on.
Trong khi d6, viéc chi ma hoa mat ma AES cho céc truong dir li€u lién quan dén
théng tin c& nhan khong hoan toan thanh cong do ¢ phap quy dinh cho cac
truong dit liéu lién quan dén thong tin ca nhan ciia anh DICOM phai ¢ dinh dang
chudi ky tu.

3.2 Giai phap dé xuat DICOM_LSB_AES

Vi dac trung anh DICOM thudng su dung hon 8 bit so vdi cac dinh dang anh
xam (don séc) phd bién, c6 thé hd tro 1én dén 16 bit dé dat chat lwong hién thi
cao cho chan doan thi viéc nghién ciru hoan thién k¥ thuat watermarking LSB
cho anh DICOM mang lai hiéu qua rd rét vé mit cam thy. Ngoai ra, phuong phap
nay con co6 thuan lgi la don gian trong thyc hi€n nhung va trich thong tin do co
thé thyc hién truc tiép trong mién khong gian. Tuy nhién, thdng tin c nhan da
nhlng trong anh DICOM luén c¢6 thé dugc truy xuat néu xac dinh dugc vi tri
nhing b::ing cach trich lai cac bit c6 trong ) tha‘ip cua dir li€u nhung nén d¢ bao
mat ctia phuong phap nay rat thip. Vi vy, trude tién luan an dé xuét giai phap

Kkét hop k¥ thudt ma hoa va ky thuat mat ma dé nhung trich théng tin ca nhan
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trong anh y té ddc thi DICOM, goi 1a DICOM_LSB_AES nham ting cuong tinh

bao mat hd trg cho tmg dung y té tir Xa.

Qua trinh nhtng thong tin ctia giai phap dé xuat DICOM_LSB_AES dugc thuc
hién qua cac budc sau:

e Budc 1: Ma hda nhi phan chudi théng tin ca nhan theo dung dinh dang
cAu trac dit liéu chuan DICOM.

e Budc 2: M hda mat ma AES chudi nhi phan ding 1 tir ma bi mat.

e Budc 3: Chén dit liéu sau ma hda mat mé vao cac mit phang bit trong sb
thip LSB cua anh gdc. Sau khi thu dugc anh nhing, toan bg cac truong
dir liéu lién quan dén théng tin ca nhan s& dugc xd6a bo khoi tap tin
DICOM.

Qua trinh trich thong tin cta giai phap dé& xuat DICOM_LSB_AES dugc thuc
hién ngugc lai vdi cac budc sau:
e Budc 1: Trich dit liéu tir c&c mat phang bit trong sé thap LSB caa anh
nhang.
e Budc 2: Giai m3 hda mat ma AES chudi nhi phan trich véi tir ma bi mat
ban dau.
e Budc 3: Giai ma hoa nhi phan chudi bit thu dugc sau giai ma hdéa mat
mi theo dung dinh dang cau trac dit liéu chuian DICOM.

Qua céc két qua khao sat c6 thé rat ra két luan gioi han duéi cua gia tri PSNR dé
chat luong anh nhiing khong thé cam thy 1a khoang 37 dB, twong g nhiing tdi
da 3 mit phang LSB véi anh xam c6 d9 sau 8 bit. So sanh véi giai thuat trong bai
bao [52] thi két qua cuia giai phap d& xuat hoan toan twong dong khi ¢6 thé nhiing
t6i da 98304 byte thong tin ca nhan vao 3 mat phang LSB ciia anh xam kich thudc
512x512. Tuy nhién, khong nhu cac tac gia trong bai bao trén khi ap dung cho
anh tu nhién véi dd bao mat rat thip do chi dung k§ thuat dao bit trong khi giai
phap dé xuét thuc hién cho anh y té DICOM c6 ting cudng tinh ning bao mat

dap ung yéu cau thyc tién cua y té tir xa.
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Véi cac anh y té DICOM c6 d6 sau bit 16n hon 8 thi ¢6 thé nhiing nhiéu hon 3
mit phang LSB ma van dam bao chét lugng ciia anh nhing. Bang 3.4 trinh bay
két qua phan tich 1y thuyét cia MSE va PSNR trong truong hop nhing tdi da
toan bo cac diém anh khi thay doi s6 lugng mat phang LSB nhung cho cac anh
¢6 do sau bit khac nhau. Qua d6, so luong t6i da mat phang LSB c¢6 thé nhung
cling duoc xéac dinh tuong Gmg voi do sau bit ciia anh g dé dam bao chat lugng

cta anh nhing.

Bang 3.1 Gia tri Iy thuyét cia MSE va PSNR.

Embedded . PSNR (d.B) .
LSB planes Bit depth of original image MSE
8 10 12 16

1 51.14 63.21 75.26 99.34 0.5
2 44.15 56.22 68.27 92.35 2.5
3 37.92 49.99 62.03 86.12 10.5
4 43.91 55.96 80.05 425
5 37.66 49.93 74.01 170.5
6 43.90 67.99 682.5
7 37.88 61.97 2730.5
8 55.95 10922.5
9 49.93 43690.5
10 43.90 174762.5
11 37.88 699050.5

3.3 Giai phap dé xuat DICOM_LSB_AES_RONI

Dua trén dic tinh anh y té thuong c6 ving ndi dung quan tim ROI (Region Of
Interest) va khong quan tam RONI (Region Of Non-Interest) cé vai tro ¥ nghia
khac nhau trong viéc chin doan, luin 4an tiép tuc dé xuét giai phap
DICOM_LSB_AES_RONI nhung trich thong tin trong viing RONI dugc tao ra
tur da giac khoanh ving ROI/RONI mot cach ty dong hodc cod thé hiéu chinh boi
bac si chan doan nham ting cuong d tin cdy ctia qua trinh chan doan.

Qua trinh nhiing thong tin trong giai phap dé xuat DICOM_LSB_AES RONI

duoc thuc hién qua 5 budce sau:
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Buéc 1: M4 hda nhi phan chudi thong tin ca nhan theo ding dinh dang
cau trc dit liéu chuan DICOM.

Buéc 2: Ma hda mat ma AES chudi nhi phan diing 1 tir ma bi mat.
Budc 3: Lya chon da giac khoanh ving ROI/RONI.

Budc 4: Chén dix liéu sau ma hda mat ma vao cac mat phang bit trong sb
thap LSB cua ving RONI cua anh gdc, ngoai trir tai cac bién anh. Sau
khi thu dwgc anh nhing, toan bo cac truong di liéu lién quan dén théng
tin ca nhan sé duoc x6a bo khoi tap tin DICOM.

Budc 5: Chén cac thong sb can thiét cho qua trinh trich nhu chiéu dai dir
liéu sau mat ma, vi tri cac dinh da giac khoanh ving ROI/RONI ¢ dinh
dang ma hoa nhi phan vao cac mat phang bit trong sb thap LSB tai cac
bién anh.

Qua trinh trich thong tin trong giai phap d& xuit DICOM_LSB_AES RONI dugc

thuc hién ngugc lai vdi cac budc sau:

Budc 1: Trich dit liéu tir cac mit phing bit trong sé thdp LSB tai cac bién
cua anh nhing va giai ma dé xac dinh chiéu dai di liéu sau mat ma va vi
tri cac dinh da gidc khoanh viing ROI/RONI.

Budc 2: Trich dit liéu tir cAc mit phang bit trong s6 thip LSB cua ving
RONI trong anh nhadng.

Budc 3: Giai md hoa mat ma AES chudi nhi phén trich véi tir ma bi mat
ban dau.

Buéc 4: Giai ma héa nhi phan chudi bit thu duoc sau giai ma hda mat
mi theo dung dinh dang cau trac dit liéu chuan DICOM.

3.4 Két qua thir nghiém wng dung thuec tién

Dua trén cac két qua nghién ctru, ludn 4n da xay dung va thir nghiém phan mém

khai thac dir liéu anh DICOM c6 ting cudng tinh bao mat hd tro cho tmg dung y

té tir xa dya trén hai giai phap dé xuat tai mot s6 bénh vién. Két qua thir nghiém
cho thay ca hai giai phap DICOM_LSB_AES va DICOM_LSB_AES_RONI c6
thé dugc sir dung rong rii trong cac hé théng xir Iy anh DICOM, nhét 14 nhiing

g dung c¢6 han ché vé kha nang xu 1y.
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CHUONG 4 NANG CAO HIEU QUA KY THUAT WATERMARKING
LUQNG TU VA BIEN POI SIFT TRUGC CAC TAN CONG PONG BO

4.1 Giai phap dé xuit watermarking mot bit Q_SIFT

Hinh 4.1 va Hinh 4.9 trinh bay giai thuat nhung va trich mét bit thong tin Q_SIFT.

Anh chira Trich xuat
. thong tin —p  dac treng
Nhung bit Anh chura bit nhting SIET
dung lwgng ti nhing

Trich bit di Loc céc dac

Chon céc dic L richbitdung | G
. . Loc cac dac lrgng tir
Anh Cover trung khdng | 4— L i & bién

. ” trung & bién
chong lap
Trich xudt Loc ddc treng Chon céc dic So sanh do tin
dictrung = c6héséScale = trwngbén virng cdy voi Bit da nhtng
SIFT phit hop Vi cdc tan cong nguéng

Hinh 4.1 Giai thuat nhing Q SIFT.  Hinh 4.2 Giai thuat trich Q_SIFT.

Theo @6, cac dic trung SIFT duoc dua qua cac bude chon loc phu hop dé ting
tinh bén ving va hiéu qua trudc khi thyc hién nhang thong tin. Dé ting cuong
dd chinh xac cia viéc trich thong tin khi cac dac trung trich c6 thay ddi nho, luan
an nhiing cung thong tin theo k¥ thuat lugng tir chan 1é vao cac ving tron theo
toa do va hé sb scale cua cac dic trung nhu trong cong thirc 4.1:

(x —t)*+(y — t)* = (ko)? (4.1)

Khi do, bit thong tin trich twong img dugc xac dinh dua trén s6 lugng 16n hon
cua loai bit giai luong tr theo cong thic (4.2):

, _ (0 NUMo > NUM,
= {1, NUM, < NUM,

trong d6 NUM, va NUM, lan luot 1a tdng sb bit 0 va bit 1 sau giai lugng tir.

(4.2)

Boi 1& qua trich trich thong tin khong ding anh gde hodc thong tin clia cac ddc

trung ban dau thé nén cac dic trung thu thuong s& khac véi cac dic trung da
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nhidng thdng tin. Ngoai ra, chua ké dnh hudng cua cac tan cong lam sai léch ddc
trung nhting ban d4u nén khong thé lya chon cac déc trung nhu & qué trinh nhiing.
Ldc nay, théng sé d6 tin cay duoc dé xuét tinh toan va so sanh véi ngudng dé
quyét dinh bit thong tin tuong tmg v6i viing nhiing ban dau. O cap do bit, do tin
cay dugc xac dinh dya trén cac bit sau giai lwong tir & mdi ving trich theo cong
thirc sau:

max{NUMy, NUM,}
RQb i —
NUMy+NUM,

(4.3)

4.2 Céac giai phap dé xuat watermarking nhiéu bit HRSMQ SIFT va
FSMQ_SIFT

Céc giai phap dé xuat nhang nhiéu bit théng tin twvong ty nhu giai phap nhiing
mot bit théng tin Q_SIFT, chi khac ¢ budc cudi cung thyc hién nhung chudi bit
thong tin vao cac phan nira vanh khuyén (HRSMQ_SIFT) hodc cic phan hinh
quat (FSMQ_SIFT) cta mdi vung tron nhiing khong chong 1ap. Hinh 4.12 trinh
bay giai thuét trich nhiéu bit théng tin cho ca hai truong hop dé xuét. Theo do,
c6 su khéac biét so véi giai thuat trich mot bit thong tin & budec md rong trich
chudi bit theo cic phan nira vanh khuyén (HRSMQ_SIFT) hodc cac phan hinh
quat (FSMQ_SIFT) va khai thac twong quan giita cac ving thong tin trich dé
trich chon cac ving nhiing khong chong 1ap ban dau.

Anh chira théng Trich xudt dac Loc cac dic trung
L
tin nhing trung SIFT & bién

|

Chon nhém c6s6 | Chon cécnhém ) —

5 X T Trich chuoi bit
vung khong chuoi bit c6 do 5 i >
= = [ ‘¢ dung thudt todn

chong 1ap nhiéu twong quan e
s lwgng tir chan lé
nhat cao
Thong tin da
nhing

Hinh 4.3 Giai thuat trich nhiéu bit théng tin (HRSMQ_SIFT va FSMQ_SIFT).
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4.3 Giai phap dé xuat SQ_SIFT tiang cwong tinh bao mat

Ngoai ra, luan an ciing dé xuat thém giai phap ting cuong bao mat SQ_SIFT
(Secure Q_SIFT) bang cach thay doi vi tri viing nhung dua trén cac dic trung va
khoa bi mat nhu minh hoa & Hinh 4.13. Khoéa bi mét s€ tao ra cap thong sb (o, )
va vi tri nhling sé& thay d6i dén vi tri m&i Q(u,v) tir vi tri ddc trung ban dau P(ty,t2)
bang phap xoay goc a so vdi hé sb goc 0 cua dic trung SIFT va tinh tién yo theo
hé s6 scale o cua dic trung SIFT. Nho vay, ngoai viéc ting cuong tinh bao mat,
cac dac trung khi trich it bi anh huéng do ving nhung thong tin khong thuc hién

truc tiép tai vi tri cac dac trung.

p ol

(ty tz)

Feature

Embedded region

Hinh 4.4 Thay ddi vi tri vung nhung dya trén cac dac trung va khoa bi mat.

4.4 Céac két qua md phéng va thir nghiém

Lu4n 4n khao sat do tin cdy cua phuong phap SS va luong tir d& xuat (Q_SIFT)
cho truong hop nhiing mot bit thong tin trude cac loai tin cong khac nhau nhu
trinh bay trong Bang 4.4. Nhin chung, phuong phap dé xuit Q_SIFT cho d¢ tin
cdy vuot trdi so voi phuong phap SS trude cac tan cong dong b, trong khi kém

hi€u qua trudc cac tan cong nhicu.

Béng 4.1 Bang danh gia do tin cdy trudc cac tan cong voi nhing mot bit.

TAn cong SS Q _SIFT
Nhiéu Gaussian (0, 0.01) 0.9448 0.5297
Nhiéu mudi tiéu (0.02) 0.9594 NA
Nén JPEG (100) 0.9685 1
Nén JPEG (75) 0.6335 | 0.6932
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Nén JPEG2000 0.9615 1
Xoay 90° 0.5324 1
Xoay 1° 0.5292 1
Xoay 15° 0.5276 1
Xoay 30° 0.5273 1
Xoay 45° 0.5280 1
Cit xén 10% NA 1
Cit xén 20% NA 1
Co gién 0.5 lan NA 0.6927
Co gian 0.8 lan NA 0.8086
Co gian 0.9 lan NA 0.8007
Co gién 1.5 lan NA 0.8630
Co gidn 2 lan NA 0.9069
Siéu phan giai Al 2 lan NA 0.8631

Tiép theo, luan 4n danh gia d6 chinh x4c va do tin cy trung binh cua giai thuat
dé xuét cho truong hop nhung 64 bit théng tin véi hai phwong phap phan chia
ving nhiing theo hinh nira vanh khuyén va hinh quat vi két qua trong Bang 4.5.
Cac cot Acc trinh bay d6 chinh xac ctia chudi bit thong tin trich sau cing. Céc
c¢ot N cho biét s6 ving trich trong quan cao ding trong trich thong tin. Cac cot
Re tuong g vé&i do tin ciy trung binh cua thong tin trich. N6 dugc tinh cho mdi
viing nhing véi mdi bit thong tin.
Bang 4.2 Bang danh gia hiéu niang ctia hai giai phap trude cac tin cong voi
nhung nhi€u bit.

Thn cong HRSMQ_SIFT FSMQ_SIFT

Acc N Re Acc N Re
Khéng 1 4 | 09221 1 5 | 0.9736

Nhiéu Gaussian (0, 0.01) NA 0 NA NA 0 NA

Nhidu mudi tiéu (0.02) NA 0 NA NA 0 NA
Nén JPEG (100) 1 3 | 0.9668 1 5 | 0.9651
Nén JPEG (90) 1 3 | 0.7724 1 5 | 0.7562
Nén JPEG (75) 0.9844 | 3 | 0.7072 1 5 | 0.6900
Nén JPEG (50) NA 0 NA 1 5 | 0.6534
Nén JPEG2000 1 3 | 0.9537 1 5 | 0.9550
Xoay 180° 1 2 | 0.8833 | 0.9219 | 4 | 0.8558
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Xoay 1° 1 4 | 0.9006 1 5 [ 09117
Xoay 5° 1 3 | 0.9368 1 4 109173

Xoay 10° 0.9844 | 2 | 0.8943 1 5 | 0.9077

Xoay 15° 0.7344 | 3 | 0.8682 1 3 | 09277

Xoay 30° 0.9844 | 3 | 0.9006 1 3 | 09173

Xoay 45° 07813 | 2 | 0.8761 1 4 | 09136

Cat xén 10% 1 2 | 0.9611 1 4 | 0.9687

Cat xén 20% 1 2 | 09614 1 4 | 0.8975

Co gian 0.5 lan 0.9063 | 2 | 0.7267 1 3 | 0.7304

Co gian 0.8 1an 1 3 | 0.7753 1 5 | 07723

Co gian 0.9 lan 0.6406 | 2 | 0.7754 1 4 | 07822

Co gian 1.5 lan 0.9844 | 3 | 0.8084 1 5 | 0.8075

Co gian 2 lan 0.9844 | 3 | 0.8099 1 5 | 0.8221

Siéu phan giai Al 2 lan 0.6875 | 2 | 0.7157 1 4 | 0.7215
Xoay 5°va Co gian 0.8 1an NA 0 NA 1 5 | 0.7571
Xoay 5°va Co gian 1.5 lan 1 2 | 0.8053 1 5 | 0.7692
Xoay 10°va Co gian 0.8 lan 1 2 | 07922 1 5 | 0.7516
Xoay 10° va Co gian 1.5 lan 1 3 | 0.8147 1 5 | 0.7839
Xoay 45° va Co gian 0.5 lan NA 0 NA 1 4 | 0.7159
Xoay 45°va Co gin 2 lan 1 3 | 0.8104 1 4 | 0.8215
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CHUONG 5 NANG CAO HIEU QUA KY THUAT WATERMARKING
TRAI PHO UNG DUNG CHO ANH DA KENH

5.1 Céac giai phap watermarking trai phé diéu chinh cai tién cho anh don
kénh
Trudc tién, ludn 4n dua ra giai phap diéu chinh cai tién MISS (Multibit Improved
Spread Spectrum) nhim ting cuong do tin cdy ciia toan bd qua trinh nhing va
trich théng tin cho anh don kénh dong thoi nang cao dung lwong théng tin nhiing
va cai thién chat lugng anh nhung. Gia st {Ui}i=p1. p) 12 cac chudi watermarrk
ngiu nhién chuan hoa trung binh 0 véi chi hai gia tri £1 tuong Gmg voi B bit
thong tin {bi}. Anh sau khi nhiing S cta giai phap dé xuit MISS duoc tao thanh

tr anh géc X v&i hé sb dd manh watermark o dugce xac dinh theo cong thirc sau:
B [—
S=X+ (ba—E[(X-X).U])U,. (5.1)
i-1

Trong trudng hop 1y tuong khong co tan cong, gia tri twong quan ctia bo trich
trong phuong phap dé xuat MISS g vai timg bit thong tin c6 dang:
r=E[(Y -Y)U,]=ab — X E[X.Uj]E[Uk.Uj]. (5.4)

k=i

Tir két qua (5.4) co thé thay rang giai phap dé xuét dat dugc do tin cdy 100% khi
va chi khi diéu kién E [Uy. U;] = 0 Vk#i théa man. Diéu nay c6 thé thuc hién
duoc khi str dung ma tran Hadamard dé thiét ké cac chudi watermark truc giao.
Ngoai ra, su két hop MISS véi bién d6i DCT hodc DWT cho ra cac giai phép
MISS_DCT va MISS_DWT ciing duogc so sanh danh gia. Két qua cho véi hau
hét cac tin cong dong bo dic thu trong xir 1y anh thi giai phap MISS DWT ¢6
tinh bén ving hon so véi MISS_DCT.
5.2 C4c giai phap watermarking trai phé hop tac cho anh da kénh

5.2.1 Gidi phap watermarking trdi phé hgp tac CSS
V6i mé hinh trai phd hop tac dé xut goi 1a CSS (Cooperative Spread Spectrum),
chudi watermark U dugc cong véi timg kénh anh gdc X; thong qua bit thong tin
b va hé s6 do manh nhing o dé cho ra cac kénh anh nhiing tuong tng S;. Dé cho

phép céac b phat hién cuc bd co thé hop tac, mot bo phat hién tuyén tinh toan cuc
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dugc st dung véi cac hé sb trong s thé hién ti 1& dong gop ciia timg kénh vao
quyét dinh thong tin trich sau cing. Gia sir cac kénh anh gbc va nhidu c6 phan
bd Gaussian: Xi ~ N(0, ox?) va Ni ~ N(0, on?). Khi d6, xac suét 15i bit cua hé
théng CSS duoc xac dinh nhu sau:

p — %erfc (|’mrc|) — lerfc Zi=1 Wik (515)

V2o 2 2 2
re V2 |2, (wio};

Thay vi sir dung bo tuong quan toan cyc trung binh, vector trong sé w = [w1, Wa,

... Wm]" dugc Iya chon t6i wru dé tdi thiéu x4c suét 16i bit theo cong thire (5.21).

(5.21)

5.2.2 Gidi phap cdi tién logi bé can nhiéu ICSS

Qua4 trinh nhung & mé hinh dé xuit CSS dugc cai tién thanh ICSS (Improved
CSS) cong thuc (5.41) dé loai bo hoan toan dnh hudng ciia can nhiéu.
S =X, +b.a;.U—E[X;.U\.U (5.41)

L
5.2.3 Gidi phap mé rgng watermarking nhiéu bit MCSS
Qua trinh watermarking trai phd hop tac dé xuit c6 thé dugc mo rong cho nhidu

bit théng tin {b1, by, ..., be} voi giai phap MCSS (Multibit CSS) bing cach st
dung céc chudi watermark truc giao, nghia 1a E[U;.Uj]=0, nhu cong thuc (5.43).

B
S =X, +>. by U,

k=1
5.2.4 Gidi phap watermarking trdi phé hep tac si dung bién déi KLT

(5.43)

Trong md hinh watermarking trai phd hop tac dung KLT, goi la CSS_KLT, qua
trinh nhdng trude tién thuc hién giai twrong quan hoan toan vector anh da kénh X
= [X1, Xz, ..., Xm]" bang bién d6i KLT. Ké dén, mot khoa bi mat K dugc st dung
bai bo gia ngiu nhién PRN dé tao ra cac chudi truc giao U = [Uy, Uy, ..., Un]"
v6i trung binh 0 va chi hai gia tri 1. DAy ciing chinh 13 diém khac biét cua giai
phap CSS_KLT so v6i md hinh trai phd hop tac CSS dé xuét ban dau dung duy
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nhét chudi watermark U cho tit ca cac kénh. Diéu kién tryc giao dugc phan tich
chimg minh dé dam bao kha niang khoi phuc hoan hao. Mdi chudi U; sau d6 duoc
cong v6i cac thanh phén anh riéng X; tuong tng vdi bit thong tin b (ciing chi hai
gia tri £1) va hé s6 d6 manh ai. Sau cung, bién d6i KLT ngugc dugc ap dung dé
cho ra anh nhung S. O qua trinh trich cta giai phap CSS_KLT, bién d6i KLT
dugc str dung lai véi anh thu Y va mdi thanh phﬁn anh riéng thu dugc dua dén

cac b tuong quan cuc bd tuong ty nhu giai phap CSS.

5.2.5 Gidi phap cdi tién loai bé can nhiéu ICSS_KLT

Dé loai bo hoan toan cc can nhiéu gitra cac kénh anh véi watermark, qua trinh
nhing duoc cai tién qua giai phap ICSS_KLT (Improved CSS_KLT) nhu sau:

S; =X, + bW, =X, + ba;U; — E[X,.U;]. U; (5.57)

5.2.6 Gidgi phap mé réng watermarking nhiéu bit MCSS_KLT

M0 hinh watermarking trai pho hop tac dimg KLT c¢6 thé dwoc mé rong cho nhiéu
bit thong tin {bs, bz, ..., be} qua gidi phap MCSS_KLT (Multibit CSS_KLT)

bang cach sir dung tap chudi watermark truc giao nhu cong thic (5.59).
. B
Si = Xi +Zbk Oy 'Uik (559)
k=1

5.3 Céc két qua mo phéng va thir nghiém

Hinh 5.14 trinh bay két qua m6 phong ba loai bo thu trong quan trung binh, tdi
wu va ngau nhién véi cac murc ti s6 nang luong watermark trén tin hiéu khac nhau
ctia mo hinh hop tac 2 kénh (m=2) trong truong hop cé nhiéu cong Gaussian cé
cong suét khac nhau & mdi kénh. Két qua cho thdy cac diém mo6 phong hoan toan
thich tmg véi cac dudng gia tri tir phan tich 1y thuyét. Ngoai ra, két qua & Hinh
5.14 ciing cho thiy bo thu twong quan ti wu cho xac suét 18i thap nhit.

Hinh 5.16 trinh bay xac suat 15i trong truong hop str dung KLT véi ti s6 ning
luong giita cac thanh phan anh riéng 1a 50:10:1. Két qua cho thiy trong truong
hop ti s6 nang lwong nay c6 chénh léch 16n thi bo tuong quan tdi wu cho xac suat

15i cai thién dang ké so véi bd twong quan trung binh hodc ngiu nhién.

21



0.9 \
\
\

1 \
= \
"f‘g -1.1
2
Q
242t
e
s
S 13
i
o° — — — - optimal (theory)

1.4

random (theory)
uniform (theory)

log10(error probability)

45| * optimal (simulation) S~ — — —optimal
) O random (simulation) -8 +#— random
*  uniform (simulation) — average
16 n n . . . . g
14 1.6 1.8 2 22 24 26 2.8 10 15 20 25 30

Watermark to signal energy ratio

Hinh 5.1 Kiém chimg 2 kénh.

Két qua thuc hién ciia md hinh watermarking trai phd hop tac d& xuit dugc so
sanh voi cac k¥ thudt nhing don kénh trude ddy nhu kénh mau xanh duong [60],
kénh d6 chéi [51], hay chi kénh anh thanh phan KLT 16n nhat. Tt Hinh 5.19 ¢6
thé nhan thiy so d6 dé xuat cho két qua t6t hon cac phuong phéap chi dung mot
bd phat hién twong quan trong ca hai trudng hop khong tin cong (dudng lién) va
nhidu cong Gaussian (duong dut). Hinh 5.19 ciing chi ra rang kich thude khdi
cang lon, do cai thién cua xac suét 13i cua so d6 dé xuét cang tang khi so sanh
véi cac phuong phdp nhiing watermark chi trong mot kénh anh trong ca hai

truong hop co va khong co su hién dién ctia nhiéu cdng Gaussian. Tuy nhién, khi

Hinh 5.2 Kiém chimg 50:10:11.

Watermark energy

kich thudc khéi cang 16n thi cang it bit thong tin ¢ thé nhiing trong anh.
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CHUONG 6 KET LUAN VA KIEN NGHI HUONG NGHIEN CUU
TIEP THEO

6.1 Két luan

Vé mat ly thuyét, ludn an c6 ba ndi dung mdi va dong gop ndi trdi vé mat khoa

hoc sau day.

Thir nhat, luan an dé xuét hai giai phap hiéu qua DICOM_LSB_AES va
DICOM_LSB_AES_RONI bing céach két hop céc ky thuat ma héa va
mat ma AES vai ky thuat watermarking LSB cho anh dac thu DICOM
dé ting cuong tinh bao mat thong tin trong luu trir va truyén hinh anh y
té. Cac két qua ctia noi dung nghién ciru nay di duoc cong bd trong 1 bai
bao tap chi trong nudc va 4 bai bao hoi nghi qudc té.

Thir hai, luan an xay dung va phan tich cac théng sé danh gia hiéu qua
cuia hai md hinh watermarking trai pho hop tac méi CSS va CSS_KLT
cho anh da kénh dya trén k§ thuat watermarking trai pho truyén thong
cling cac giai phap diéu chinh cai tién mé rong bao gom MISS,
MISS_DCT, MISS_DWT, ICSS, MCSS, ICSS_KLT, MCSS_KLT. Cac
két qua cua noi dung nghién ctru nay da duoc cong bd trong 1 bai bao
tap chi qudc té Scopus va 1 bai béo hoi nghi quéc té.

Thir ba, luan 4n dé xuét cac giai phap Q_SIFT (Quantization SIFT),
HRMQ_SIFT (Half-Ring-shape-based Multibit Q_SIFT), FSMQ_SIFT
(Fan-shape-based Multibit Q_SIFT), SQ_SIFT (Secure Q_SIFT) nham
nang cao tinh bén viing truéc cac tin cong dong bd va tinh bao mat caa
watermarking mu bang cach chon loc cac dic trung SIFT va ky thuét
lwong tir. Céc két qua cua noi dung nghién ctru nay da duoc cong bd
trong 1 bai béo tap chi quéc té Scopus va 1 bai bao hoi nghi quéc té.

beé kiém ching tinh chinh xac cta cac giai phap dé xuat, luan an thuc hién céac

phan tich dya trén mé hinh x4c suat (toan hoc) va kiém ching két qua (md phong)

v6i cac loai hinh anh khac nhau.

V& mat thyc tién, luan 4n da thyuc hién cac chuong trinh ing dung dé thur nghiém

cac giai phap dé xuat vdi dir liéu hinh anh y té va moi truong thuc t€ tai mot so
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bénh vién thong qua 2 d& tai cap nha nudc, 2 dé tai cp thanh phd, 2 dé tai cap
truong. Tét ca cac dé tai nay déu da nghiém thu dat yéu cau.
6.2 Kién nghi hwéng nghién ciu tiép theo

Tri tué nhan tao (Al) vdi cac giai thuat hoc may va cac mang no-ron hoc sau da
ngay cang ching to duoc uu thé vuot troi so véi cac phuong phap truyén thong
trong cac ung dung xu ly anh tir phat hién, nhan dang, phan tich, tai tao cac anh
ty nhién thong thuong cho dén cac anh chuyén biét dac thu nhu anh héng ngoai,
anh 3D, anh siéu pho hay anh y té [133-135]. Pac diém chung ctia phan 16n cac
mg dung nay str dung mé hinh hoc ¢6 gidm sat, trong d6 can co s¢ dir liéu anh
mau tuong ddi 16n véi dit liéu nhin tuong trng. Tai Viét Nam, Al dugc dua vao
danh muyc c6ng nghé cao uu tién dau tu phat trién tir nim 2014. Pén nay nhiéu
truong dai hoc va cac tip doan lon nhu Vingroup, FPT, Viettel, v.v. da thanh lap
c4c trung tAm nghién ciru manh vé Al va bét dau tién hanh chia sé co so dir lién
16n, dic biét 1a trong linh vuc anh y t& [136]. Tuy nhién, hién nay co s dit lidu
anh mau va dit liéu nhin hoan toan tach biét. Pidu nay c6 thé dan dén nhimng
nham 14n sai 1éch trong qua trinh thu thap hay hiéu chinh co s¢ dit liéu huén luyén
cling nhu gdp kho khan trong viéc xac thuc hay bao mat. Mét khac, cdic mo hinh
hoc may véi trong s6 da dugc hudn luyén thanh cong sau khi céng bd hay trién
khai c6 thé bi sao chép bat hop phap [137].

Trong khi do, k¥ thuét nhung trich thong tin (watermarking) khong ngirng duoc
nghién ctru trong sudt thoi gian qua do kha ning ng dung va md rong trong
nhiéu linh vuc khac nhau [138-141]. M6t trong nhitng hudng nghién ciru
watermarking gan day 13 str dung cac mo hinh hoc may chuyén sau dé nang cao
hiéu qua thuc hién nhung trich thong tin hodc dé bao vé ban quyén va chdng sao
chép cac mo hinh hoc may [142-145]. Do dé, cac két qua cta luan an c¢6 thé duoc
tiép tuc nghién ctru phat trién theo hudng phén tich danh gia kha ning hoat dong
cua cac ing dung xur Iy anh dya trén tri tu¢ nhan tao trong cac truong hop nhing

thong tin trong anh kiém thir hodc tap anh huan luyén.
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